Privacy Policy of Boomconsole

This Privacy Policy governs the collection, use, and disclosure of information by Boomconsole

and its affiliates (“Boom Console”, “we”, “our”, or ''us'") in relation to the use of our websites,

services, and applications (referred to collectively as the “Services”). We may collect and
" n

receive information about individuals who use our Services (''users','"you', or '"'your') from

various sources. This policy applies to all users who utilize our Services.

Please read this privacy policy carefully as it will help you make informed decisions about

sharing your personal information with us.

I. INFORMATIONS WE COLLECT

1.Information You Provide

1.1 Registration

When you visit the Site, to become a subscriber to the Service you will need to create a personal
profile. You can create a profile by registering with the Service and entering your name, email
address, and creating a user name and a password. By registering, you are authorizing us to

collect, store and use your email address in accordance with this Privacy Policy.
1.2 Payment Information

When you add your financial account information to your Account, that information is directed
to our third-party payment processor. We do not store your financial account information on our
systems; however, we have access to, and may retain, subscriber information through our third-

party payment processor.



1.3 Communications.

If you contact us directly, we may record and collect the additional information about you while
communicating such as phone number, the contents of the message, and any other information

you may choose to provide.
2. Information collected via Technology

2.1 Cookies and Other Technologies

Like any other chrome extension, Boom console also collects information provided to us by your
browser or by our software application when you view or use the Service, such as URL, the type
of browser you use, the device from which you connected to the Service, referring/exit pages and

the time and date of access, and other information that does not personally identify you.
2.2 Usage of our Services

When you use our Services, we may collect information about your engagement with our
Services, such as processor and memory usage, storage capacity, navigation of our Services, and

system-level metrics.
II. HOW DO WE USE AND SHARE INFORMATION

We use the information we collect in various ways, including to:

e To fulfill and manage your orders. We may use your information to fulfill and manage
your orders, payments, returns, and exchanges made through the Services.

e To respond to user inquiries/offer support to users. We may use your information to
respond to your inquiries and solve any potential issues you might have with the use of
our Services.

e To send you marketing and promotional communications. We and/or our marketing
partners may use the personal information you send to us for our marketing purposes if
this is in accordance with your marketing preferences. You can opt out of our marketing

emails at any time



e Analyze and survey on the quality of our Services. We may use your information to
develop aggregate analysis and business intelligence that enable us to operate, find and
prevent fraud, take action,and to report on the performance of our business.

e Communications. We may use our information to communicate with you, either directly
or through one of our partners, including for customer service, to provide you with
updates and other information relating to the Service, and for marketing and promotional

purposes

III. HOW WE SHARE INFORMATION

Boom Console does not store your scraped data, images, chats, urls you go through using Boom
Console, Chrome Extension in any way. and We may not use or disclose the information

provided by you except under the following circumstances:

® As necessary to provide services or products you have ordered;

e In other ways described in this Policy or to which you have otherwise consented;

e In the aggregate with other information in such a way so that your identity cannot
reasonably be determined;

e Asrequired by law, or in response to a subpoena or search warrant;

e To outside auditors who have agreed to keep the information confidential as necessary to

enforce the Terms of Service;

IV.HOW LONG DO WE KEEP YOUR INFORMATION?

The data we collect from you will be stored for no longer than necessary. The length of time we
retain said information will be determined based upon the following criteria: i)The length of time
your personal information remains relevant; ii) the length of time it is reasonable to keep records
to demonstrate that we have fulfilled our duties and obligations; iii) any limitation periods within
which claims might be made; iv)any retention periods prescribed by law or recommended by
regulators, professional bodies or associations; v) the type of contract we have with you, the
existence of your consent, and our legitimate interest in keeping such information as stated in

this Policy.



V. DATA STORAGE AND SECURITY

1. Data Storage:

Boom Console stores the collected data in a secure and encrypted freeSchema database. The data

is stored for the purpose of user reference and retrieval.
2. Data Security:

Boom Console takes reasonable measures to protect user data from unauthorized access, loss, or
alteration. However, no method of data transmission or storage can guarantee complete security.

Users acknowledge and accept these inherent security risks.

We use Secure Socket Layer (SSL) for authentication and private communications to build users'
trust and confidence in the internet and website use by providing simple and secure access and

communication of credit card and personal information.

IV. CHOICE OF USING INFORMATIONS (UNSUBSCRIBE OR
OPT-OUT)

All users and visitors to our website have the option to discontinue receiving communications
from us by way of email or newsletters. To discontinue or unsubscribe from our website please
send an email that you wish to unsubscribe to privacy@boomconsole.com. If you wish to
unsubscribe or opt-out from any third-party websites, you must go to that specific website to

unsubscribe or opt-out.

V. DATA PROTECTION RIGHTS UNDER THE GENERAL
DATA PROTECTION REGULATION (GDPR)

If you are a resident of the EEA, you have the following data protection rights:

e If you wish to access, correct, update, or request deletion of your personal information,

you can do so at any time by emailing privacy @boomconsole.com



e In addition, you can object to the processing of your personal information, ask us to
restrict the processing of your personal information, or request portability of your
personal information. Again, you can exercise these rights by emailing
privacy @boomconsole.com

e You have the right to opt-out of marketing communications we send you at any time.
You can exercise this right by clicking on the "unsubscribe" or "opt-out” link in the
marketing emails we send you. To opt-out of other forms of marketing, please contact us
by emailing privacy @boomconsole.com

e Similarly, if we have collected and processed your personal information with your
consent, then you can withdraw your consent at any time. Withdrawing your consent will
not affect the lawfulness of any processing we conducted prior to your withdrawal, nor
will it affect the processing of your personal information conducted in reliance on lawful
processing grounds other than consent.

® You have the right to complain to a data protection authority about our collection and use
of your personal information. For more information, please contact your local data
protection authority. We respond to all requests we receive from individuals wishing to

exercise their data protection rights in accordance with applicable data protection laws.

V. CHILDREN'S PRIVACY

Boom console does not knowingly collect or solicit information from children under the age of
13, and children under 13 are prohibited from using our Services. If you learn that a child has
provided us with personal information in violation of this Privacy Policy, you can alert us at

privacy @boomconsole.com

V. CHANGES TO THIS PRIVACY POLICY

The current version of the Privacy Policy is always available in the Boomconsole description on
the extension web store. This Privacy Policy may be modified from time to time, so please
review it frequently. If we change or modify the ways of collection of data, data usage, we will

notify you through our Services, by email, or other communication.



CONTACT US

If you have any queries or concerns regarding this Privacy Policy or the practices of Boom

Console please contact us at privacy @boomconsole.com
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